UY BAN NHAN DAN CONG HOA XA HQI CHU NGHIA VIET NAM

HUYEN VINH LINH Doc lap - Tu do - Hanh phiic
S6: 3696/QD-UBND Vinh Linh, ngay /2 thang 11 nam 2024
QUYET PINH

Ban hanh quy ché dam bao an toan thdng tin, an ninh théng tin trong hoat déng
ung dung CNTT cia cac co quan nha nuwée huyén Vinh Linh.

UY BAN NHAN DAN HUYEN VINH LINH

Can cit Ludt T6 chirc chinh quyén dia phwong ngay 19/6/20135;

Can cwr Luat An toan thong tin mang ngay 19/11/2015; Luat giao dich dién
tr ngay 22/06/2023; Ludt cong nghé thong tin 29/6/2006;

Can cit Nghi dinh s6 85/2016/NP- CP ngay 01/7/2016 cua Chinh phu vé
bdo dam an toan hé thong théng tin theo cdp do.

Céin cir Nghi dinh s6 64/2007/ND-CP ngay 10/4/2007 ciia Chinh phii vé img dung
cong nghé thong tin trong hoat dong co quan nha nudc,

Can cit quyét dinh s6 35/2016/QD-UBND ngay 29/8/2016 ciia Uy ban nhdn
tinh vé viéc ban hanh quy ché dam bdo an toan thong tin, an ninh thdng tin trong hoat
dong ung dung cong nghé thong tin cua cdac co quan nha nuoc tinh Quang Tri;

Xét dé nghi ciia Truéng phong Vin héa va Théng tin.
QUYET PINH

Piéu 1. Ban hanh kém theo Quyét dinh nay 1a Quy ché dam bao an toan thdng
tin, an ninh thong tin trong hoat dong img dung CNTT cua cac co quan nha nudc
huyén Vinh Linh.

Piéu 2. Quyét dinh nay c6 hiéu luc thi hanh sau 10 ngay, ké tir ngay ky.

Chanh Van phong HDND&UBND huyén, Truong phong Van hoa va Thong
tin, Truong cac phong, ban, nganh, doan thé cap huyén, Chu tich UBND cac x4, thi
tran chiu trach nhiém thi hanh Quyét dinh nay./, /)

Noi nhgn: 4

- UBND tinh;

- S& Théng tin va Truyén thong;

- TT Huyén iy, HDND,UBMTTQVN huyén;
- biéu 3;

- Luu: VP-VT, it




UY BAN NHAN DAN CONG HOA XA HQI CHU NGHIA VIET NAM
HUYEN VINH LINH Péc 1ap - Tw do - Hanh phic

Vinh Linh, ngay 12 thang 11 nam 2024

QUY CHE
Pam bao an toan thong tin, an ninh thong tin trong hoat dong img dung CNTT cua
cac co’ quan nha nudéc huyén Vinh Linh
(Ban hanh kem theo Quyét dinh 6 3696/2024/QB UBND

Chuong I
QUY DINH CHUNG

Piéu 1. Pham vi diéu chinh

Quy ché nay quy dinh cac ndi dung ctia cong tac dam bao an toan théng tin, an ninh
thong tin trong hoat dong img dung CNTT cua cac co quan nha nude huyén Vinh Linh,
bao gom: cong tac xay dung cac quy dinh quan 1y dam bao an toan théng tin, an ninh
thong tin; viéc ap dung cac bién phap quan Iy k§ thuét, quan Iy van hanh dam bao an toan
thdng tin, an ninh théng tin déi véi cac hé thong thong tin.

Piéu 2. Poi twong ap dung
1. Quy ché nay duoc ap dung dbi véi cac co quan nha nudc huyén Vinh Linh bao
gom: cac co quan chuyén moén, don vi su nghi¢p truc thuoc Uy ban nhan dan huyén, Uy
ban nhan dan cac x4, thi tran.

2. Céc 6 chire chinh trj, chinh trj - x& hoi cua huyén Vinh Linh.

3. Can by, cong chire, vién chue va nguoi lao dong dang lam viée trong cac co
quan, don vi néu tai Khoan 1 va 2 Biéu nay.

4. Co quan, to chirc, ca nhan cung cap dich vu cong nghé thong tin va an toan théng
tin cho cac co quan, don vi thuoc khoan 1, 2 Biéu nay.

Piéu 3. Giai thich tir ngir

Trong Quy ché ny, cac tir ngit dudi day dugc hiéu nhu sau:

1. Co quan nha nudc huyén Vinh Linh: 1a cac co quan chuyén mon, don vi su
nghi¢p truc thuoc Uy ban nhan dan huyén, Uy ban nhan dan céc xa, thi tran; céac t6 churc
chinh tri, chinh tri - xa hoi thuoc Huyén.

2. An toan théng tin: 1a su bao vé thong tin, hé thong thong tin tranh bi truy nhap, st
dung, tiét 10, gian doan, stra do1 hodc pha hoai trai phép nham bao dam tinh nguyén ven,
tinh bao mat va tinh kha dung ctia thong tin.

3.An ninh thong tin: 1a viéc bao dam thong tin trén mang khong gy phuong hai dén

an ninh qubc gia, trat ty an toan xa hoi, bi mat nha nudc, quyén va loi ich hop phép cta
t6 chirc, ca nhan.



4. Hé thong théng tin: 1a mot hé thong bao gdm con nguoi, dit lidu, cac quy trinh va
cong ngh¢ thong tin tuong tac voi nhau dé thu thap, xu 1y, luu trit va cung cip théng tin
can thiét & dau ra nhim hd tro cho mot hé théng.

5. Tai san cdng nghé thong tin: 13 cac trang thiét bi, phin mém, cac thiét bj vat Iy
khac thudc hé thong thong tin ctia don vi.

Chuong 11
QUY PINH PAM BAO AN TOAN THONG TIN, AN NINH THONG TIN

Piéu 1: Can bd, cong chitc, vién chire va nguoi lao dong
1. Céc phong, ban, don vi va ca nhan phai cam két, tuan thu thyc hién cac quy
che, quy dinh quan ly, van hanh, khai thac ha tang, phan mém, co so dir liéu CNTT va
dam bao an toan théng tin, an ninh thdng tin trong hoat dong ung dung cua cac co quan
nha nudc huyén Vinh Linh.

2. Khi cdng chi, vién chire, ngudi lao dong cham dut hodic thay doi cong viéc,
thu truong co quan tryc ti€p quan 1y ngudi lao dong phai bao cao cho Chanh van phong
UBND&HDND d¢ xac dinh rd trach nhiém cua ca nhan lién quan hé thong CNTT; thyc
hién thu hoi hoac thay doi quyen truy cap hé thong CNTT cho phu hgp. Co quan quan ly
truc tiép c¢6 van ban dé nghi thu hoi chimg thu chir Ky so6 chuyén dung cong vu.

3. Van phong HDND&UBND huyén c6 trach nhiém phdi hop véi cac co' quan
lién quan tao, lap va cung cap tai khoan truy nhap vao cac hé thong thdng tin trién khai
tai UBND huyén cho cac can bg, cong chic cta cac co quan, don vi trén dia ban huyén.

Piéu 2. Quan ly tai san cong nghé thong tin

1. Hang ndm céc co quan, don vi ¢6 ke hoach kiém k&, béo dudng, nang cap hoic
thay mai tai san CNTT. Doi vi tai san la trang thiet bi luu tri thong tin khi khong con
str dung can phai duoc huy bo, dam bao tranh mat mat dix liéu va khéng thé phuc hoi.

2. Dol VGi c4c tai san CNTT ¢ tinh chat quan trong, trong yéu, phuc vu cong viéc
c6 yéu cau dam bao bi mat trude khi dua vao lap dat, cai dat, van hanh can phéi hop voi
cac co quan chic nang (Phong Van hoa va Thong tin; Van phong UBND&HDND
huyén; So Thong tin va Truyén théng; Cong an huyén ) thuc hién kiém tra, danh gia
mirc d6 an toan tai hé théng Cong nghé théng tin.

_ 3.Cac don vi khi mua sam, dau tur tai san CNTT v6i bén thir ba, ngoai viéc yéu
cau bén tha ba cung cap cac dich vy, hang hoa CNTT (tw van, mua sam, bao dudng, sua
chira tai san CNTT...) dam bao cac yéu cau cung cap hang hoa, dich vu theo quy dinh
cua Nha nudc, con phai thuc hién viéc quan ly dam bao an toan thong tin, an ninh thong
tin,

Piéu 3. Quan Iy phong may chi

1. Céc thict bi mang quan trong nhu tuong lia (firewall), thiét b dinh tuyen
(router), h¢ thong may chu, ... phai duoc dat trong phong may chu va cd cac bién phap
bao v, ngan chdn xam nhap trai phép vao phong may chu. La khu vyc han che tiep can
va duoc lap dat hé thong camera gidm sat. Chi nhiing nguoi co trdch nhiém theo quy
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dinh cua thu truéng co quan méi dugc phép vao phong may cha.

2. Qua trinh vao, ra phong may chu phai dugc ghi nhan vao nhat ky quan ly phong
may chu.

3. Phong may chu phai co hé théng luu dién du cong suat va duy tri thoi gian hoat
dong caa cac may chu toi thiéu 15 phut khi c6 s ¢b mat dién.

Piéu 4. Phong chong ma déc

1. T4t ca cac may tinh phai dugc trang bi phan mém phong chdng ma doc va cau
hinh nham vé hiéu héa tinh nang tu dong thuc thi (autoplay) cac tap tin trén cac thiét bi
Iuu trr di dong. Cac phan mém phong chéng ma doc pha1 duoc thiét 1ap ché do tu dong
cap nhat; ché do tu dong quét ma doc khi sao chép, ma cac tap tin.

2. Cac can bg, cong chuc, vién chic va nguoi lao dong trong co quan phai dugc
hudng dan vé phong chong ma doc, cac rui ro do ma doc gay ra, dugc tham gia cac 16p
tap huan nang cao nang luc vé an toan théng tin, an ninh théng tin.

3. Khi phéat hién ra bat ky dau hién nao lién quan dén viéc bi nhiém ma doc trén
may tinh (v du: méy hoat dong cham bt thuong, canh bao tir phan mem phong chdng
ma doc, mat dir licu,...), nguoi st dyng phai tat may va béo truc tlep cho bo phén co
trach nhiém cua don vi dé xu Iy (M6i co quan cir 01 dong chi lam dau moi vé ATTT,
ANTT).

Piéu 5. Sao lwu dir liéu dw phong
~ Céc co quan phai 13p ké hoach va thyc hién sao luu dit ligu dinh ky phi hop voi

diéu kién cua ting co quan, dam bao kha nang phuc hoi dit liéu khi ¢o su ¢o xay ra.

Piéu 6. Thiét bi twong lira

1. Céc ha tang cong nghé thong tin phai dugc trang bi tuong lira dé ngan chan va
phat hién cac xam nhap trai phép vao mang ndi bo.

2. Nhat ky hoat dong cua thiét bi twong lra phai dugce luu gitt an toan dé phuc vu
cong tac khao sat, diéu tra khi co su cd xay ra.

Piéu 7. Quan Iy, van hanh hé thong théng tin ciia don vi

1. Co quan nha nude quy dinh cu thé trach nhiém, quyén han ngudi dung khi truy
cap, ding nhap céc hé thong thong tin, dam bao mdi nguoi ding khi sir dung hé thdng
thdng tin phai duoc cap va su dung tai khoan truy cap véi dinh danh duy nhat gan véi
nguoi dung do. Truong hop sir dung tai khoan dung chung cho mét nhom nguoi hay
mot don vi, bd phan phai co co ché xac dinh cac ca nhan co trach nhiém quan 1y tai
khoan. Nguoi dung chi duoc truy cap cac thong tin phu hop véi chire nang, trach nhiém,
quyén han ctia minh va cé trach nhiém bao mat tai khoan truy cap dugc cap.

2. Mat m3 ding nhap, truy cap hé théng théng tin phai co do phuc tap cao (c6 do
dai ti thiéu 8 ky tu, c6 ky tu thuong, Ky tu hoa, ky tu sé hoac ky tu dic biét nhu |, @, #,
$, %,...) va phai dugc thay doi theo thoi gan nhat dinh.

3. Cac co quan phai thyc hién viéc ghi nhat ky (log) trén cac thiét bi mang may
tinh, phan mém ung dung, hé diéu hanh, co s& dir liéu nham dam bao céc sy kién quan
trong xay ra trén hé théng dugc ghi nhan va luu gitr.



Piéu 7. Pam bao an toan cac phan mém ing dung

1. Trong qué trinh dau tu, thiét ké, xay dung, nang cap, hiy bo (hoc chuan bi thué
dich vu) phan mém ung dung phai ap dyng cac bién phap quan ly va ky thuat dam bao
c4c quy trinh, két qua Xu Iy cua phan mém phai trung thuc (ket qua Xur ly khong bi can
thiép trai phép), klem soét 16 hong bao mat trong qua trinh thiét ké, xay dung phan mém,
kiém soat phan quyén ngudi ding dang nhap va kiém soét cac rai ro mat an toan thong
tin khac co thé phét sinh, thuc hién nghiém tdc viéc kiém tra thir phan mém trude khi
dua vao khai thac str dung.

2. Trong qua trinh van hanh: Kiém tra, gidm st viéc tuan tha cac quy dinh vé an
toan thdng tin, an ninh thdng tin dam bao cap nhat cac 16 hong bao mat, ap dung co ché
sao luu du phong, dam bao an toan truy cép, dang nhap hé théng.

Piéu 8. Bao vé bi mat nha nwéc trong ing dung Cong nghé thong tin

1. Céc vin ban c6 ndi dung mét khong dugce truyén trén mang ma phai duoc quan
Iy ché do mat theo quy dinh phap luat hién hanh. Truong hop dic biét, can truyén thong
tin mat trén mang phai dugc Thil trudng co quan, don vi cho phép, trudc khi truyén
théng tin phai duoc méi hoa theo quy dinh cua Luat Co yéu.

2. Céc co quan, don vi phai b tri may vi tinh riéng, khdng sir dung may tinh két nbi
Internet va cac thiét bi di dong thong minh dé soan thao vin ban, luu giir thong tin cd noi
dung méat theo quy dinh. Céc thiét bi vién thong, may tinh dugc sir dung dé luu giit va
truyén thong tin bi mat nha nudc phai dugc chimg nhan cia co quan chire nang kiém tra,
kiém dinh trudc khi dua vao sir dung.

3. Khi stra chira, khic phuc cac su b cua may tinh duing soan thao van ban mat, cac
co quan phai bao cdo cho co quan c6 tham quyén. Khong dugc cho phép cac cong ty tu
nhan hodc c4 nhan khong cé trach nhiém truc tiép stra chira, xur 1y, khic phuc su cd.

Piéu 9. Quan ly sw co

Khi c6 s c6 hodic nguy co mat an toan thdng tin, an ninh thdng tin thi 1anh don vi
phai chi dao kip thoi, dong thoi phoi hop vai can b chuyén trach CNTT cua Vén phong
HDND & UBND, Phong VH&TT huyép dé khac phuc va han ché thiét hgi, bao céq
bang van ban cho co quan cap trén truc tiep quan ly va S¢ Thong tin va Truyen thong dé
duoc hudng dan, ho trg.

Piéu 10. Céc hanh vi bi nghiém cam

1. Xam nhap, stra d6i, x6a bo ndi dung thdng tin ciia co quan, ca nhan khac.

2. Can tro hoat dong cung cap dich vu cua hé thong théng tin.

3. Ngan chan viéc truy nhap dén thdng tin cia co quan, ca nhan khéc trén méi truong
mang, trir treong hop phép luat cho phép.

4. Bé khoa, trom cip, str dung mat khau, khda mat ma va théng tin caa co quan, ca
nhan khac trén mo1 trudng mang.

5. Hanh vi khac 1am mat an toan, bi mat thong tin ctia co quan, c4 nhan khac duoc
trao doli, truyén dua, luu trir trén moi trudng mang.



Chwong ITI
TRACH NHIEM PAM BAO AN TOAN THONG TIN, AN NINH THONG TIN

Piéu 11. Trach nhiém ciia cic co quan

1. Tha trudng cac co quan t chic thuc hién nghiém tc cac quy dinh tai Quy ché
nay va chiu trach nhiém trudc Chu tich Uy ban nhan dan huyén trong cong tic dam bao
an toan thdng tin, an ninh théng tin cua don vi minh.

2. Ban hanh quy trinh noi bd vé& dam bao an toan thdng tin pht hop vaoi Quy ché
nay va cac quy dinh ctaa phap luat.

3. Bua ndi dung thuc hién dam bao an toan thdng tin, an ninh thdng tin vao ke
hoach tng dung cdng nghé thdng tin, thuc hién chuong trinh chuyén doi so6 hang nam
cua don vi.

4. Tuyén truyeén, pho bién Quy ché ny va cac quy dinh khac cua phép luat c6 lién
quan ve an toan thong tin, an ninh théng tin trong pham vi trdch nhiém va quyen han.

5. Phan cong mot can b phu trach dam bao an toan thdng tin, an ninh thong tin cua
don vi; tao dieu kién dé cac gén bo phu tréqh an toénv thdng tin, an ninh thong tin dugc
hoc tap, ning cao trinh d¢, dong thoi tao dieu kién dé can bo, cong churc, vién chuc va
nguoi lao dong tham gia tap huan kién thic ve an toan thong tin, an ninh thong tin.

6. Thuc hién tot viéc phéi hop ting cau su ¢b an toan khi ¢6 nguy co mat an toan
thﬁng tin, tao diéu kién thuan loi cho cdc co quan chuce nang, to chtrc tham gia khac phuc
su o va thuc hién dang theo hudng dan.

7. Phdi hop véi doan kiém tra viéc thuc hién dam bao an toan thong tin, an ninh
thong tin.

8. Thyc hién cam két dam béo an ninh, an toan, va bao mat thang tin trong két noi
deén “Co so dir liéu Quoc gia vé dan cu”.

9. Bao cao tinh hinh, két qua thyuc hién cong tac dam bao an toan thong tin, an ninh

thdng tin tai co quan vé UBND huyén qua phong VH&TT trude ngay 15 thang 12 hang
nam dé tong hop bao cao So Thong tin va Truyén thong.

Piéu 12. Trach nhiém ciia can bd, cong chirc, vién chirc va nguoi lao dong
trong cac co’ quan

1. Trach nhiém cua can bo phu tradch an toan thdng tin, an ninh théng tin tai cac co
quan nha nudc:

a) Tham muu lanh dao ban hanh quy trinh, bi¢n phap nhim dam bao an toan, an
ninh thdng tin; van hanh an toan hé thong thdng tin cua don vi theo nhiém vu dugc Tha
truong don vi phén céng va theo cac noi dung caa Quy ché nay.

b) Thuc hién giam sét, theo ddi viéc tuan thu thuc hién quy dinh vé an toan, an ninh
thdng tin tai don vi, kip thoi phat hién cac nguy co mat an toan, an ninh théng tin dé bao
cao, tham muu lanh dao chi dao thyc hién.

¢) Phdi hop vdi cac co quan, t chuc, ¢ nhan lién quan trong viéc kiém tra, khc
phuc su ¢6 mat an toan, an ninh théng tin.

d) Tham gia céc chuong trinh ddo tao, tap huan chuy&n mdn, hoi nghi vé an toan
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théng tin, an ninh théng tin nham nang cao nhan thirc, nang luc chuyén mén, nghiép vu.

2. Trach nhiém cua can bg, cong chuc, vién chirc va nguoi lao dong trong cac co
quan nha nuoc:

a) Thuc hién nghiém cac quy trinh ndi bd cua co quan, quy trinh vé an toan, an
ninh thong tin cling nhu cac quy dinh khéc cua phép luat, nang cao y thac canh giéc,
trach nhiém dam bao an toan, an ninh théng tin tai don vi.

b) Khi phat hién sy c6 phai b4o c4o ngay vai cap trén va bo phan hodc can bo phu
trach an toan, an ninh thong tin dé kip thoi ngan chan, xir ly.

¢) Tham gia cac chuong trinh do tao, tap huan, hdi nghi vé an toan, an ninh théng
tin nham nang cao nhan thirc vé an toan, an ninh théng tin.

e) Nghiém cAm moi hanh vi theo Diéu 10 quy ché nay.

f) Thuc hién cam két dam bao an ninh, an toan, va bao mat thong tin trong két néi
den “Co so dir liéu Quoc gia ve dan cu”.

Piéu 13. Trach nhiém ciia Phong Vin hoa va Thong tin

1. Tham muu Uy ban nhan dan huyén vé cong tac dam bao an toan, an ninh thong
tin trén dia ban.

2. Hang nam, tham muu xay dung ké hoach ung dung va phét trién cong nghé
thong tin trong co quan nha nude trén dia ban huyén trong d6 long ghép ndi dung dam
bao an toan, an ninh thdng tin va dua ti€u chi an toan, an ninh thong tin vao danh gia
mirc d6 hoan thanh nhiém vu cac co quan.

3. Xay dung Ké hoach tap huan va cac hoat dong tuyén truyén dam bao an toan, an
ninh thong tin trong hoat dong tng dung cong nghé thdng tin cua cac co quan nha nudc
trén dia ban huyén.

4. Thyc hign viéc tiep nhan va xir Iy c4c sur ¢d vé an toan, an ninh thong tin trén dia

ban huyén dong thoi ty theo muc do su cb, phéi hop vai cac nganh chie nang lién quan
hudng dan xir ly, tng cau cac su ¢6 mat an toan, an ninh théng tin.

5 Phéi hop véi Cong an va céc co quan nha nudc co lién quan thanh Iap boan
kiém tra an toan, an ninh thong tin, t6 chic kiém tra theo dinh ky hoac kie::m tra dot xuat,
kip thoi phat hién va xur ly theo quy dinh phap luat doi véi cac co quan, 0 chic, ca nhan
c0 dau hiéu, hanh vi vi pham an toan thong tin.

Piéu 14. Trach nhiém Vin phong HPND & UBND huyén

1. Ladon vi tryc tiép quan tri cac h¢ thong thong tin cua huyén phii c6 trach nhigm
ban hanh Quy trinh ndi b va thuc hién tot cong tac dam béao an toan thong tin theo cac
ndi dung cta Quy ché nay, cac tiéu chuan quoc gia ve an toan théng tin.

2. Citr can b quan tri mang phu trach an toan, an ninh thong tin caa huyén.
) ChwonglV
KIEM TRA, KHEN THUONG VA ?(U LY VI PHAM
AN TOAN, AN NINH THONG TIN
Piéu 15. Kiém tra
1. Phong Vin héa va Thong tin chu tri, phdi hop véi cac co quan nha nudc 6 lién
;



quan tién hanh kiém tra cong tac dam bao an toan thong tin dinh ky hoac dot xuét dbi véi
cac co quan nha nudce trén dia ban huyén.

2. Cong an huyén chu, phdi hop Véi cac co quan nha nudc ¢b lién quan tién hanh
Kiém tra cong tac dam bao an ninh thong tin dinh ky hoac dot xuat doi véi cac co quan
nha nudc trén dia ban huyén.

Piéu 16. Khen thwéng, xir Iy vi pham

1. Hang nam trén co s& cong tac, kiém tra va béo c4o cdng tac an toan, an ninh
thong tin cua cac co quan nha nudc dé tong hop, bao cao va d€ xuat Uy ban nhan dan
huyén xem xét khen thuong cac cd nhan, don vi theo quy dinh hién hanh.

2. T6 chire, c¢a nhan ¢ hanh vi vi pham Quy ché nay, tuy theo tinh chét, mie do vi
pham bi x1r Iy ky luat theo quy dinh hién hanh.

Chuong V
TO CHUC THU'C HIEN

Diéu 17. Diéu khoin thi hanh

1. Thu trudng co quan, ban, nganh, doan thé huyén, Chu tich Uy ban nhan dan xa, thi
tran va cac don vi ¢o lién quan chiu trach nhiém t6 chirc trién khai thuc hién Quy ché nay.

2. Trong qué trinh thuc hién, néu c6 nhitng van dé can sira doi, bo sung, dé nghi cac
co quan gui v€ phong Van hoa va Thong tin dé tong hop, bdo cdo Uy ban nhan dan
huyén xem xét, quyét dinh./.
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